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Current Cyber Threat Landscape
2023 Phishing Statistics

347 billion 
As of January 2023

35.6%
As of May 2023

$43.3 billion
Source: FBI

$50.8 billion
Source: FBI

Spam emails 
sent daily in 
United States1

% of threats 
attributed to 
deceptive links1

Financial Losses 
in 20222

Financial Losses 
in 20233

Email is by far the most exploited business 

application.

Many current scams still require humans to 
establish rapport with victims…

…but AI will bridge this gap with its ability to 
simulate human interactions.

Effective phishing attacks are typically 
conducted by sophisticated cybercriminals…

…but AI opens the doors for novice attackers to 
conduct similar campaigns.
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Advent of AI across Phishing Landscape

Phishing-As-A-Service (PhaaS) 

• Cybercriminals have now become service 
providers, selling subscription models for 
phishing on the dark web

• Continued full service with monthly/yearly payments

• Flat fee options for one phishing kit (phish-kits)

• Selling AI tools that generate the following 
elements into a ready-to-deploy “phishing kit”4 :

• phishing email templates

• spoofed company logos on fraudulent login pages

• victims’ email addresses pre-filled into login prompts

Generative AI in Phishing

• Several gaps in current social engineering 
scams can be addressed with AI generated 
content, including emails

• 71.4% of email attacks created using AI go 
undetected 5

• Near-perfect verbiage and sentence structures

• Localized phishing pages based on victim’s native 

language

• Large Language Models (LLM) allow for phishers to 

better obfuscate the intended sender 
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• Cybercriminals have now become service 
providers, selling subscription models for 
phishing on the dark web

• Continued full service with monthly/yearly payments

• Flat fee options for one phishing kit (phish-kits)

• Selling AI tools that generate the following 
elements into a ready-to-deploy “phishing kit”4 :

• phishing email templates

• spoofed company logos on fraudulent login pages

• victims’ email addresses pre-filled into login prompts

Generative AI in Phishing

• Several gaps in current social engineering 
scams can be addressed with AI generated 
content, including emails

• 71.4% of email attacks created using AI go 
undetected 5

• Near-perfect verbiage and sentence structures

• Localized phishing pages based on victim’s native 

language

• Large Language Models (LLM) allow for phishers to 

better obfuscate the intended sender 

Broadened reach of cybercriminals' phishing 
campaigns

Lowered barrier of entry for cybercriminals to 

conduct phishing campaigns 
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Features of AI-generated phishing

1.  Convenience

• Hand-holding through the phishing campaign creation process 

• Lack of ethical guardrails in LLM chatbots (FraudGPT/WormGPT)

2.  Speed

• Automated campaigns travel at a much faster rate than humans could ever conduct

• Increased surface area of such attacks

3.  Effectiveness

• Credible call to action → real-time information absorbed into LLM chatbots, allowing 
criminals to incorporate of-the-moment details and contextually relevant information 
into phishing emails

• Highly personalized, mimicking the victim’s profession, interests, and habits

• Lack of spelling errors, grammatical mistakes, and odd sentence structures

• Typos indicate human-generated content!

Cybercriminal v. Victim Perspective
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Payment Processing Center <s192@nu.edu.pk>

Human Generated Phish

Red Flags Noted

Inconsistencies in sender’s 
email address and/or domain. 

Generic greeting and signatures. 

Typos in content, vocabulary, 
and font.  

Sense of urgency in an 
unexpected/unsolicited email.  
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AI Generated Phish

Red Flags Addressed

Sender’s domain is obfuscated 
with authentic helpdesk domain.

Support <support@teela.zendesk.com>

Custom greeting and expected 
signature. 

No typos nor grammatical errors.  

Credible sense of urgency.
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Support <support@teela.zendesk.com>

RealAI-Generated Real
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Questions & Answers
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