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Current Cyber Threat Landscape
2023 Phishing Statistics

Email is by far the most exploited business
application.

Many current scams still require humans to
establish rapport with victims...

...but Al will bridge this gap with its ability to
simulate human interactions.

Effective phishing attacks are typically
conducted by sophisticated cybercriminals...

...but Al opens the doors for novice attackers to
conduct similar campaigns.

Spam emails
sent daily In
United States’

As of January 2023

Financial Losses
in 20222

Source: FBI

% of threats
attributed to
deceptive links?

As of May 2023

Financial Losses
in 20233

S50.8

Source: FBI



Advent of Al across Phishing Landscape

Phishing-As-A-Service (Phaa$S)

 Cybercriminals have now become service
providers, selling subscription models for
phishing on the dark web

Continued full service with monthly/yearly payments

Flat fee options for one phishing kit (phish-kits)

* Selling Al tools that generate the following
elements into a ready-to-deploy “phishing kit"4:

phishing email templates
spoofed company logos on fraudulent login pages

victims’ email addresses pre-filled into login prompts

AON

Generative Al in Phishing

Several gaps in current social engineering
scams can be addressed with Al generated
content, including emails

71.4% of email attacks created using Al go
undetected >

Near-perfect verbiage and sentence structures
Localized phishing pages based on victim’s native
language

Large Language Models (LLM) allow for phishers to

better obfuscate the intended sender



Advent of Al across Phishing Landscape

Phishing-As-A-Service (PhaaS)

 Cybercriminals have now become service
providers, selling subscription models for
phishing on the dark web

Continued full service with monthly/yearly payments

Flat fee options for one phishing kit (phish-kits)

* Selling Al tools that generate the following
elements into a ready-to-deploy “phishing kit"4:

phishing email templates
spoofed company logos on fraudulent login pages

victims’ email addresses pre-filled into login prompts

Lowered barrier of entry for cybercriminals to
conduct phishing campaigns
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Generative Al in Phishing

Several gaps in current social engineering
scams can be addressed with Al generated
content, including emails

71.4% of email attacks created using Al go
undetected >

Near-perfect verbiage and sentence structures
Localized phishing pages based on victim’s native
language

Large Language Models (LLM) allow for phishers to

better obfuscate the intended sender

Broadened reach of cybercriminals' phishing
campaigns
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Features of Al-generated phishing
Cybercriminal v. Victim Perspective

1. Convenience

 Hand-holding through the phishing campaign creation process
» Lack of ethical guardrails in LLM chatbots (FraudGPT/WormGPT)

2. Speed

Automated campaigns travel at a much faster rate than humans could ever conduct
Increased surface area of such attacks

3. Effectiveness

Credible call to action = real-time information absorbed into LLM chatbots, allowing
criminals to incorporate of-the-moment details and contextually relevant information
into phishing emails

Highly personalized, mimicking the victim’s profession, interests, and habits
Lack of spelling errors, grammatical mistakes, and odd sentence structures

Typos indicate human-generated content!




Human Generated Phish

Order not processed - Message (HTML)

File Message Help ¢ Tell me what you want to do Red Flags NOted
m - =5 M- ‘ O 9 - ‘ 5 sharetoTeams | §1 B~ M-~ E~ £ Find | 5%~ ‘
B oY
M Inconsistencies in sender’s
Order not processed : :
P - email address and/or domain.
Payment Processing Center <s192@nu.edu.pk> ‘ ® | €O Reply | € ReplyAll | —> Forward | | K8 | |+
To @ Rachel Kang Sun 3/24/2024 1:02 PM
Retention Policy Global Email Retention and Disposition (10 years) Expires 3/22/2034 ‘- G . t d . t
eneric greeting and signatures.
ALERT: This message originated outside of our network. BE CAUTIOUS before clicking any link or attachment.
[~ n
Dear|Customer, ‘- ‘ Typos in content, vocabulary,
Due to credit card error|youlorder # 778291 has not been processed. Please update payment information as soon as possible to and fOnt.
make sure you|recieve|your order. Click here to proceed.
Thank you. _
Sense of urgency in an

S' l ' . . .

HICETEY - unexpected/unsolicited email.
Rick Sanchez
Billing Specialist — Payment Processing Center
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You have an issue with your billing information -

Message (HTML)

File Message Help Q  Tell me what you want to do
@[ - 5 ¥ e) <@ — ‘ ﬁ Share to Teams ('_)v_| E”%v Fh E FIEV - ,O Find | 5%+ O\ Zoom ‘ ﬁlh ‘
3
You have an issue with your billing information
] X
Support <support@teela.zendesk.com> © | € Reply € ReplyAl | —> Forward | | &

Sun 3/24/2024 1:36 PM

Retention Policy Global Email Retention and Disposition (10 years)

To @ Rachel Kang
Expires 3/22/2034

NETFLIX

A Your account is on hold.

Update Required on Account
|-

Dear Rachel,

We hope you have been enjoying your Netflix experience so far! As a valued member of the
Netflix community we wanted to remind you that your current subscription is coming to an end
soon. To avoid any disruption in your streaming experience, we Kindly request that you renew
your subscription promptly.

To renew your subscription, simply follow these easy steps:
1. Log in to your Netflix account below.
2. Choose your preferred plan and enter your payment details.

UPDATE ACCOUNT NOW

Once you have completed the renewal process, you can continue enjoying your favorite movies and
TV shows without interruption. Remember that with Netflix, you have access to an ever-growing
library of content, including exclusive originals, award-winning movies, and popular TV series from
around the world. Plus, you can watch on multiple devices and switch plans or cancel at anytime.

Need help? We're here if you need it. Visit the Help Center or contact us now.

—Your friends at Netflix

A

[«

Al Generated Phish

Red Flags Addressed

B Sender’s domain is obfuscated
with authentic helpdesk domain.

Custom greeting and expected

‘-
sighature.

‘- No typos nor grammatical errors.

Credible sense of urgency.
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You have an issue with your billing information - Message (HTML)

File Messag

@ = Al-Generated Q zoom | B3| -

You have an issue with your billing information

Repl % Reply Al | —> Forward
Support <support@teela.zendesk.com> © | O Reply | € Reply i

To @ Rachel Kang Sun 3/24/2024 1:36 P
Retention Policy Global Email Retention and Disposition (10 years) Expires 3/22/2034

NETFLIX

A\ Your account is on hold.

Update Required on Account

Dear Rachel,

We hope you have been enjoying your Netflix experience so far! As a valued member of the
Netflix community we wanted to remind you that your current subscription is coming to an end
soon. To avoid any disruption in your streaming experience, we kindly request that you renew
your subscription promptly.

To renew your subscription, simply follow these easy steps:
1. Log in to your Netflix account below.
2. Choose your preferred plan and enter your payment details.

UPDATE ACCOUNT NOW

Once you have completed the renewal process, you can continue enjoying your favorite movies and
TV shows without interruption. Remember that with Netflix, you have access to an ever-growing
library of content, including exclusive originals, award-winning movies, and popular TV series from
around the world. Plus, you can watch on multiple devices and switch plans or cancel at anytime.

Need help? We're here if you need it. Visit the Help Center or contact us now.

—Your friends at Netflix
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File Message Help

i~ = M- | ©L.

ngalq

‘ Q Zoom

Reminder: update required due to payment issue

L . . Repl & ReplyAl | = F d || e
Netflix <info@mailer.netflix.com> ) Reply $) Reply orwar
To @ Rachel Kang Fri 5/29/2020 11:40 AM

@ If there are problems with how this message is displayed, click here to view it in a web browser.

NETFLIX

A\ Your account is on hold.

Reminder: update your
payment details

Hi Mom,

We're having some trouble with your current billing
information. We'll try again, but in the meantime you
may want to update your payment details.

UPDATE ACCOUNT NOW

Need help? We're here if you need it. Visit the Help
Center or contact us now.

—Your friends at Netflix
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Questions & Answers
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